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Abstract

Amateur digital networking using the standard Internet Protocol (IP) suitesalle ham radio
operator to tafx advantage of the vast array @dilities and communication methodsvdeped

for use on the wired Internet whilst using ham radio for independence from the commodity Inter
net. TheAMPRNet network provides the Internet address and routing resourceseaquosalble

the construction of an experimental worldwide ham radio Internet-compatiblerketWwnlike

wifi, which provides short-range wireless connettj the AMPRNet enables both community
and long-haul ham networking.

Introduction

Internet networking isv@rywhere in modern life. Web stes, email, vice over IP, instant mes-
saging, and social networking are butwa & the many applications based on the Internet.

In ham radio, besides direatyboard-to-leyboard realtime "chat" communications (eg, PSK31
there are seral ham-specific computer-to-computer radio networking schemes — thetpack
BBS forwarding netwrk, APRS, etc. Eachof these has deloped its own specialized commu-
nication protocol. However, goplication-specific protocols often lack a generality thatwalo
them to be efficiently adapted to different uses, andynaes dependent on specific features of
the underlying transport mechanism. It can be difficult to add fieatures to anxésting nar
rowly-defined protocol.

Ham IP networking offers a ftéble advantagewer these by allowing hams to directly link com-
puters together using the standard Internet Protocol &) associated hightavel protocols,
upon which can bedilt a multitude of applications without modification of the IP suite itself.
The result is that marof the Internes vast collection of applications are immediatelgikable

for ham radio eperimental use, and weapplications, when theare developed, do not require
development of a ne network. In addition, in countries where it is permitted, limited natkv
interaction with non-ham Internet resources may be possible.

! <http://en.wikipedia.org/wiki/Psk31>
2 <http:/lwww.aprs.org/>
3 IPv4. The future use of IPv6 in ham radio is more properly the subject of a separate paper.

4 Subject to second- and third-party-communication treaties, rules, gmidtiens, and the no-
commercial-use restrictions of amateur radio.
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The lInternet Protocols

Briefly, the Internet Protocol suite piides a common transparent format for carrying data so that
underlying transport mechanisms (radio, wireline, optical fibre, Ethernet, etc) need/eehha
specialized knowledge of the data itsefommunication wer IP requires only that the transport
medium can carry IP packets from a source address to a destination adidress, the IP
paclet carries the data withoutgad to the format or meaning of the data contained within the
paclet. Applicationsand higheflevel protocols build upon IP in layers as needed, but under
neath, the transport happens viaNiB matter hev mary networks or transport types the patk
has to transit, it remains an IP packet and the data in the IP packist atang.

IP packets are rarely sentwagenerally the media transporting the IP packets has a transport-spe-
cific protocol adapted to that mediurixamples are PPP for dial-up modems, DOCSIS/PPPOE
for cable modems, ATM for wideband telephone circuits, IEEE 802.3 for Ethernet, 802.11 for
wifi, and AX.25 for point-to-point ham radio links.

AX.25

In ham packet radio, the most common air protoc@iXs25°. AX.25 offers seeral adwantages

for the point-to-point link aspect of ham radio networking: it identifies the station callsign, it pro-
vides retries at the link connectiorvéefor damaged or lost pagts when in "connected mode",

and in some jurisdictions its use permits the station to operate unattended. It should be kept in
mind that AX.25 is a point-to-point link protocol; urditP, it was not designed to operate in end-
to-end multiple hops nor to provide non-radio data transpois. a highly suitable transport for

IP packets on ham radio.

AX.25 has a protocol ID ("PID") in its paekheader to indicate what kind of data is being carried
in the AX.25 packet; for ordinary plainteor keyboard communications this is set to OxFO, but if
the packet contains another protocol, the PID is set to something elderendiiite the transmis-
sions from plain traffié.For IPv4 traffic, the valuéxCC is used.

AMPRNEet

In the early 1980'’s, before the Internet became a housetwtt] Wank Magnuski, KA6N| had
the foresight to obtain an allocation of Internet addresses for the usgeoingenters in the ham
radio community Known as theAM PRNEet, this is the netark resource that hams currently use
for IP-based experimentation.

As hams, we hae a wique ability to experiment with radios and radio-based owivwg. A pri-
mary goal of AMPRNet experimentation is to aseiea wrld-wide netvork based on ham radio,

as independent of the landline-based commodity Internet as our voice communications are inde-
pendent of the public telephone system. Because Amateur Radio is an experimental service, we
have here an opportunity to experiment with truly large scale cooperatitworking, of which

the current AMPRNet is only the beginning.

The links which form the network are varied: some are medium-speed FSK links using commod-
ity ham rigs, some are cesited commercial radios; there are higepeed data radios specifi-

cally designed for ham use; casual ham patrticipants can connect using the traditional 1200 bps
AFSK or 9600 bps FSK packet radio equipmeRecently the availability of commercial high-

speed wireless endpoifitat quite affordable prices and that are easily adapted for ham use has

5 <http://www.tapr.org/pub_ax25.html>

5 When monitoring an AX.25 radio channel, it is often necessary to enable a special setting in
the TNC or packet software to makon-text-PID traffic visible.

7 <http://en.wikipedia.org/wiki/Hank_Magnuski>
8 Typically these operate in the amateur or license-free 2.4 GHz or 5.8 GHz Santisdeices
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made it economical to construcist links with good bandwidth between communiti€onod
connecwity enables a number of applications that were not previously practicapésirment
with due to bandwidth requirements; among these could be digitad vepeater linking, digital
guality facsimile picture transmission, television (D-ATV), Web-SDR, multimedia, and so on.

IP Tunnels

Within regional communities, ham IP experimenters communicate with each other by radio.
However, wider-area connectivity in the AMPRNet is as yet rather sparse. |y anaas, there is

only the localized community radio connedii, forming an "island" where neighboring stations
can communicate with each othert bhere is as yet no inter-community radio link. In order to
allow those islands to participate in the network, a scheme has bedopee of connecting
communities, where permitted, via "tunnélghrough the commodity Internet. These tunnels
provide a mechanism for transporting AMPRNet IP packets across the Internet as though there
were a radio link between the dviunnel endpoints. Since each island community maae fza
gaeway system with a complete table of tunnels it can set up to other i$faddsdopment of
networking techniques with a working connected network may procedehbefore the planned
radio links are in full operationEach tunnel connects directly between each pair of islated g
ways; the resulting connectivity is therefore independent pfsargle point of failure that could
impact the network as a whol®©f course, a goal is toventually replace the tunnels with radio
links, and hge dl AMPRNet connectivity be by means of ham radio.

Because tunnelajavay systems are of necessity connected to both radio and an ISP-based con-
nection to the Internet, it is mandatory thatythestitute appropriate fivealls and other access
control mechanisms to restrict access to their radio equipment in accordance withulkdtiores
governing non-ham traffic in their jurisdictions and in accord with their ISP terms of s€rvice

IP Addressing

Administratvely, the AMPRNet IP address space is divided into blocks of addresses which are
allocated to regional volunteer coordinatére/ho in turn assign the addresses to hams who
request themEach coordinator is also responsible for updating the central DNS database when
an address assignment is recorded.

Domain Name Service (DNS)

The mechanism for turning Internet domain names sueWsEEXAMPLE.COM into the actual IP
address of the desired destination is by means of a distributed database called the Domain Name
System ("DNS"}3. Early on TAPR! registered the domain name AMPR.ORG for ham IP use.

can transfer data at 10 Mbps aster and are particularly well suited for medium-range applica-
tions such as community-wide networking and the interconnection of adjacent communities.

9 <http://en.wikipedia.org/wiki/IP_tunnel>

10 For more on the AMPRNet tunnels, see <http://wampr-gateays.og>. Theadministra-
tion of the tunnels routing database is managed by James RaN&R.

1 There is also a limited provision to allpackets addressed to AMPRNedtgvays to be for
warded one-way from the Internet, permitting access to Internet resources should thedteinel g
way operator choose to alloit. Thisone-way forwarding also supports an acadenyicersecurity
research project (funded by the National SciencenBation and the Deparment of Homeland
Security) which relies on routing to the AMPRNet address space through the forwarder.

12 A list of regional coordinators can be found at <http://wampr.og/amprnets.txt>. Haris
regions without a current coordinator are encouragedotdx ¥ogether to select on&egions with-
out a current block allocation may request one. Contact the author.

13 <http://en.wikipedia.org/wiki/Domain_Name_System>

14 <http:/ivww.tapr.org/>
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Entries in that domain are primarily callsigns, forming fully qualified domain names such as
W1AW.AMPR.ORG Or WWW.WBABC.AMPR.ORG, and these can be loet up in the DNS to yield

that statiors assigned IP addresS here are seral redundant ("secondary”) AMPR.ORG DNS
seners operated byolunteers worldwide (currently in the USA, Germaend Australia), each

with complete copies of the databagenere is also an associated PTR owvérge lookup” DNS

zone that translates the AMPRNet IP addresses back to the associated callsign/name. Updates to
the DNS are made when an address coordinator makes an address assignment.

Current Usage

At the time of writing, there are more than 250 blocks of addresses allocated to more than 140
countries. Oer the past twenty years, thousands of addressesbhan assigned to hams around
the world. Mawy of these are still aatée.

There hae keen more than 150 tunnehtgvays registered, with more than 90 in current opera-
tion.

Groups in Austri&, Belgium, France, Germgtf and elsehere in central Europe arewetoping
advanced national and international network structures utilizing high-speed intercity links.

Hams are xperimenting with using AMPRNet resources to link repeaters using var@mos-v
over-IP scheme¥ and to remotely control stations.

There are ham station web pages with details of equipment, QSL information, and contest log-
ging data.

BBS mail and bulletin forwarding, DX-clusters, conferencing, and APRS become Internet-
awae and are capable of using IP and AMPRNeEet.

Setting up a station

A ham station wishing to begin IP networking will need a computer and areftto do so; most
advanced gperimenters use the Linux operating system which often has ham radio tekiegw

built in, but with appropriate software, Wdows computers may also participate in the roekw

The same equipment (TNC or sound card and radio) that mostsakons use is also suitable

for ham IP netwrking. Applicationssuch as telnet, e-mail, file exchange, or messaging may use
the same programs that operate on the Internet, although there are amateur-radio-specific pro-
grams that enhance ham IP networking.

The JNOS!® program for Linux offers a complete suite of Internet applications with a strong
emphasis on ham IP networking including serving as a turateiay; Windows users should
consider PC/Flexnet!® or the SV2AGW?° suite of programs.Some years ago, lan atle,
G3NRW, wrote the booNOSINTRO TCP/IP Over Packet Radio: An Introduction to the KA9Q
Network Operating System about setting up an AMPRNet station using the pionegfingQ

NOS 2! program. Althougtihat book is nav out of prinf?, copies may beailable in libraries or
from used book stores, and much of the original source materiailizsbée on the authos'web

15 <http://wiki.oevsv.at/index.php/Kategorie:Digitaler_Backbone>
16 <http://dbOfhn.efi.fh-nuernberg.de/doku.php?id=projects:wlan:hamnet>

17ICOM D-Star repeaters are readily able to use IP comigctio link between sites.
<http://en.wikipedia.org/wiki/D-STAR>.

18 <http://www.langelaar.net/projects/jnos2/about.html>.
19 <http://www.afthd.tu-darmstadt.de/ flexnet/>

20 <http:/fwww.sv2agw.com/ham/>.

2! <http://www.ka9q.net/code/ka9qnos/>

221SBN 978-1897649008
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site’>. See also the excellent instructions at the DBOFHN web?fadéary AMPRNet rgional
address coordinators are quite Wiedgeable and often can help the newcomer to ham IP net-
working get their station running.

To avoid tying up a general-usage computeme hams ha dected to construct dedicated tun-

nel catewvay routers from commodity residentiahigways by replacing the standard firmware, and

in some wireless models there is the additional capability of moving the wireless section into the
2.4 GHz ham bantP

Summation

In its more than twenty years of existence, the AMPRNet has provided hams with an unparalleled
opportunity to &periment with radio-based computer networking on both large and small scales,
and will continue to do so for the futurénterested amateur radio operators are encouraged to
join the hundreds of fell®@ hams who hee helped deelop this unique network.

Areas for further experimentation include higher-speed data radios, long-haul Vierksikg
microwave drcuits, data compression to lessen occupied bandwidittwalfd Error Correction
(FEC) to reduce the need for retransmission of damaged packets, and ham satellite operations.

There is much to be done by those who want to twythengs.

2 <http://homepage.mlorld.com/wadei/nosintro>
24 <http://dbOfhn.efi.fh-nuernberg.de/doku.php?id=doc:db0fhn:tcpip>
25 <http://dbOfhn-i.ampr.org/wrt54gs/>,



